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FROM THE CO-CHAIRS

From the Co-Chairs

D
ear IBA Healthcare and Life 
Sciences Law Committee colleagues, 

It is a pleasure to share with you 
one of our biggest-ever Committee 

Updates, packed with fascinating articles 
from around the world. We are very grateful 
to Cécile Théard-Jallu, our Newsletter 
Officer, for compiling this publication, 
and to all the authors who contributed. 
These articles are sure to raise lots of 
talking points and we urge you to post your 
thoughts on the Committee’s discussion 
board. You can find this at www.ibanet.
org/LPD/Law_Individual_Rights_Section/
Healthcare_Lifescience/Default.aspx. Click 
on ‘This Committee’s Menu’ at the top of 
the page and you will find it in the drop-
down menu. 

You will also find our session programme 
for the IBA 2019 Annual Conference in 
Seoul in this issue. We are leading sessions 
on internationalisation and digitalisation 
of healthcare as well as a legal discussion 
on genomics. We have some great speakers 
arranged to lead on these topics, but 

the success of any session depends on 
participation from the floor. We all benefit 
from everyone who comes along to share 
their thoughts and experiences so please 
don’t be shy – come along to the sessions and 
take an active part so that we all come away 
having had our ideas challenged and learning 
something new. 

We will also have to start planning for next 
year’s activities in Miami, so please share your 
ideas either on the discussion board or by 
approaching one of the Healthcare and Life 
Sciences Law Committee Officers if you are 
going to be in Seoul. 

Last but not least, please reserve the first 
weekend of June 2020 in your calendar 
to attend the 8th Annual World and Life 
Sciences Conference, which shall take 
place in Paris. We are very much looking 
forward to seeing as many of you as 
possible there then, as well as in Seoul this 
coming September. 

Best wishes, 
Stephan Rau and Steve Weiner

Stephan Rau

McDermott Will & 
Emery, Munich

srau@mwe.com

Stephen M Weiner

Mintz Levin, Boston

sweiner@mintz.com
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GENOMIC RESEARCH AND DATA PROTECTION: EU REGULATORY ASPECTS OF GENE EDITING

T
he term ‘genome’ is defined by the 
scientific community as the entirety 
of the genetic material (genes) found 
in a cell or carried by a person. The 

genome determines a person’s characteristics, 
such as hair and eye colour, or even their 
predisposition to certain diseases, such as 
diabetes, cancer, asthma and many other 
illnesses and health conditions. The genome 
directly affects the production and function 
of proteins, and any change in them can lead 
to physiological changes or disease, making 
research into the genome very important 
for the advancement of both medicine and 
public health.

The first attempt to decode and map 
the sequence of human DNA and the 
identification and mapping of all genes of 
the human genome began in 1990 and was 
completed in 2003. Since then, medicine 
and, more specifically, genetic and genomic 
research have witnessed rapid growth. The 
results of such studies improve scientists’ ability 
to understand the role of the genome in terms 
of health and wellbeing in general, and give 

rise to the development of new, more efficient 
and more cost-effective health services.

Gene editing via a powerful new tool, 
CRISPR-Cas9

Today scientists not only have the ability to 
understand better the role of the genome 
but also to develop tools, such as Clustered 
Regularly Interspaced Short Palindromic 
Repeat (CRISPR), which enables them 
to manipulate the human genome with 
unprecedented precision. Despite its promise, 
CRISPR is not without controversy. Many of the 
potentially lifesaving therapies that scientists 
wish to research using this tool have been 
delayed or scrapped altogether because of 
complicated ethical questions and a general 
lack of regulation surrounding the technology.

Genome editing, also called gene editing, 
is a group of technologies that give scientists 
the ability to change an organism’s DNA. 
These technologies allow genetic material to 
be added, removed, or altered at particular 
locations in the genome. Several approaches 

Genomic research and data 
protection: EU regulatory 
aspects of gene editing

Ioanna 
Michalopoulou

Michalopoulou, Athens

imicha@lawgroup.gr

Vicky Tatsi

Michalopoulou, Athens

vtatsi@lawgroup.gr

Isidoros Skavdis

Michalopoulou, Athens

iskavdis@lawgroup.gr
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to genome editing have been developed. A 
recent one is known as CRISPR-Cas9, which is 
short for clustered regularly interspaced short 
palindromic repeats and CRISPR-associated 
protein 9. The CRISPR-Cas9 system has 
generated much excitement in the scientific 
community because it is faster, cheaper, more 
accurate, and efficient than other existing 
genome editing methods.

CRISPR-Cas9 was adapted from a naturally 
occurring genome editing system in bacteria. 
The bacteria capture snippets of DNA from 
invading viruses and use them to create DNA 
segments known as CRISPR arrays. The CRISPR 
arrays allow the bacteria to ‘remember’ the 
viruses, or closely related ones. If the viruses 
attack again, the bacteria produce RNA 
segments from the CRISPR arrays to target the 
viruses’ DNA. The bacteria then use Cas9 or 
a similar enzyme to cut the DNA apart, which 
disables the virus. Via CRISPR scientists can 
edit genes in organisms such as plants, mice, 
even humans. However, scientists have recently 
discovered that the approach to gene editing 
can inadvertently wipe out and rearrange large 
swaths of DNA in ways that may imperil human 
health. This follows recent studies showing that 
CRISPR-edited cells can inadvertently trigger 
cancer. That’s why many scientists argue that 
experiments in humans are premature: the risks 
and uncertainties around CRISPR modification 
are extremely high.

Regulatory aspects of gene editing

Within and across different countries, one can 
see that a varied and contingent regulatory 
landscape surrounding gene editing. To 
date, no internationally agreed regulatory 
framework for gene editing exists, so each 
country is in the process of evaluating whether, 
and to what extent, current regulations 
are adequate for research conducted with, 
and applications and products related to, 
gene editing. The most contentious areas of 
debate seem to revolve around gene-edited 
agriculture and food products and whether 
they should be regulated differently from 
genetically modified organisms. Contentious 
and unresolved debates also surround human 
germline editing.

The European Union has established 
a legal and regulatory framework for 
safeguarding the development of genetically 
modified organisms and protecting humans, 
animals, and the environment.1 But whether 
an organism manipulated by CRISPR is 
genetically modified is a question that one can 

answer in different ways, depending on the 
importance given to the process, versus the 
result of the process. More specifically, if one 
focuses on the organism-producing process, it 
may automatically be considered as genetically 
modified. But if one focuses on whether the 
result of the process is ‘nature-identical’, 
meaning that it could have occurred naturally, 
the organism may avoid being considered as 
genetically modified. The Court of Justice of 
the European Union, in an opinion released 
recently, has recommended that Crispr-Cas9 
should be generally exempted from EU 
regulations that govern genetically modified 
organisms, if the result is nature-identical. 

Moreover, gene editing research involving 
human embryos faces varied regulatory 
obstacles in certain countries. There are 
several Acts, such as the 2004 Assisted 
Human Reproduction Action in Canada, the 
Embryo Protection Act of 1990 in Germany, 
South Korea’s Bioethics and Biosafety Act 
and the Oviedo Convention in France which 
prohibit, limit or allow genome editing 
under certain conditions.

Ethical concerns of gene editing and the 
‘super humans’

However, ethical concerns arise when genome 
editing, using tools such as CRISPR-Cas9, is 
used to alter human genomes. Most of the 
changes introduced with genome editing 
are limited to somatic cells, which are cells 
other than egg and sperm cells. Nevertheless, 
changes made to genes in egg or sperm cells 
(germline cells) or in the genes of an embryo 
could be passed on to future generations. 
Germline cell and embryo genome editing 
bring up a number of ethical challenges, 
including whether it would be permissible 
to use this technology to enhance normal 
human traits (such as height or intelligence) 
or concerns over eugenics or promoting 
dangerous forms of ‘Crisp tourism’ as well as 
creating ‘designer babies’ or ‘super humans’. 
Based on concerns about ethics and safety, 
germline cell and embryo genome editing 
are currently illegal in many countries. In 
the United States for instance, federal funds 
cannot be used for any research that creates 
or destroys embryos. In addition, the National 
Institutes of Health (NIH) does not fund 
any use of gene editing in human embryos 
(US and NIH regulations and perspective). 
Therefore, many bioethical and research 
groups believe that research using gene 
editing in embryos is important for a myriad 
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of reasons, including to address scientific 
questions about human biology, as long as it is 
not currently used for reproductive purposes. 
Some countries have already allowed genome-
editing research on non-viable embryos 
(those that could not result in a live birth), 
and others have approved genome-editing 
research studies with viable embryos. 

In some countries, gene editing also 
produces tensions even among government 
ministries; religious beliefs and opinions 
rooted in sentiment can play a country-
specific role in such criticisms based on 
the ‘benefit of humankind’. Many of those 
opposed to ‘GMO babies’ believe that the 
embryo has no say in the matter and that 
a human life is altered without consent. 
However, it is possible, for instance, that 
allowing CRISPR germline editing, even if 
only for medical purposes, might in some 
respects lead to eugenics, whose proponents 
believed that the human population can 
be improved by controlled breeding to 
increase the occurrence of ‘desirable’, 
heritable characteristics. 

It is worth noting that scientists recently 
conducted research, during which they used 
the CRISPR technology in order to erase HIV 
DNA from the genomes of 21 mice. The virus 
did not return in nine of the 21 mice, which 
constitutes a great progress. These researchers 
hope to be granted approval by the Food and 
Drug Administration to conduct a phase-1 
clinical trial in humans by mid-2020. If that 
happens, one could perceive how necessary 
it is for the rights of the data subjects to be 
limited for the benefit of scientific research 
and the public interest. 

Privacy concerns of genomic data and the 
European Genome Declaration

It should be mentioned that genomic data can 
hardly be anonymised and contain information 
on a variety of factors, including information 
on race and ethnic origin, predisposition for 
illness and other phenotypic characteristics and 
for this reason genomic data can be considered 
highly personal and sensitive. Also, genomic 
data refers not only to one person but also to 
their family because of its hereditary nature; 
hence, the disclosure of one person’s genomic 
data affects the privacy of others who may not 
have consented to such disclosure. Therefore, 
an important question is whether, and how the 
collection, processing and dissemination of 
such data should be regulated so as to better 
protect the privacy and security rights of the 

data subject, and the rights of others who are 
related to the data subject, especially taking 
into account both the Greek legislation and the 
requirements of the General Data Protection 
Regulation 679/2016 (GDPR), which has 
been in force since 25 May 2018. 

This exploration is particularly important and 
timely due to Greece’s signing of the European 
Declaration on Cross-border Access to the 
Genomic Database on 6 September 2018.

The GDPR sets specific rules for the 
processing of personal data, and in particular, 
health data. Data collection must be carried 
out for a specific, explicit and legitimate 
purpose and is subject to the subject’s 
consent. The data must be processed fairly, 
legally and transparently (principle of legality, 
objectivity and transparency of processing) 
and be limited to the absolute necessary 
processing for the attainment of the specified 
aim (principle of limitation of processing). 
The GDPR provides data subjects with some 
important and broad (in relation to the 
previous legal framework) rights, such as:
• the right to be informed about who

processes their personal data, including
their name and contact details (articles 12,
13 and 14 GDPR);

• the right to access the data (article 14 GDPR);
• the right to data correction (article 15 GDPR),
• the right to deletion (article 16 GDPR);
• the right to limit the processing (article 18

GDPR);
• the right to data portability (article 20

GDPR);
• the right to object/challenge the data

processing (article 21 GDPR); and
• the right to object to profiling (article 22

GDPR).
However, under article 23 of the GDPR,

a national legislature may restrict the 
aforementioned rights if the restriction 
respects the essence of fundamental rights 
and freedoms and constitutes a necessary 
and proportionate measure for safeguarding 
certain legitimate goods, including the 
safeguarding of the public interests of the EU 
or a Member State. In addition, the GDPR 
(article 9, paragraph 4) ‘upgrades’ biometric 
and genetic data, including genomic data, 
and differentiates them from simple personal 
data and from ‘special category personal 
data’ (ie, sensitive data, such as health data), 
therefore treating them as in need of special 
protection and requiring the adoption of 
‘pseudonym techniques’ when processing 
(article 4, paragraph 5). In addition, when 
conducting research on the human body 
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(for example, in human genome research), 
both the GDPR and the Clinical Testing 
Regulation 536/2014 should apply, as well as 
article 179 of the Treaty on the Functioning 
of the European Union (TFEU), which 
aims to create a ‘European research area in 
which researchers, scientific knowledge and 
technologies circulate freely’.

Based on the above, genomic data falls 
within the data categories protected by the 
GDPR and, therefore, their collection and 
processing can only take place following 
the subject’s consent, and any processor 
is bound by the GDPR’s limitations, while 
the subjects of such data have all the rights 
set out under the GDPR. However, since 
genomic data can help optimise health 
services, which are a particularly important 
public interest objective, it is possible that 
the above rights of the data subjects will be 
limited and derogations from those right 
may be allowed if these rights are likely to 
make it impossible or indeed pose significant 
barriers to the attainment of the research aim 
(article 89 GDPR). In addition, as mentioned 
above, anonymisation and pseudonym 
techniques are not entirely possible in the 
case of genomic data, since genomic data are 
the most personal and sensitive data of one 
person but also of other individuals related to 
the data subject.

Additionally, based on Article 179 TFEU, 
research data can be disseminated and 
circulate freely within the EU, and due to 
the European Declaration on Cross-Border 
Access to the Genomic Database, which 
Greece among other countries signed last 
year; thus, Greece has now committed itself to 
providing access to the genomic data found 
in national genetic databases and to sharing 
the results of genomic research with other 
Member States. It is therefore likely that some 
legitimate interests of genomic data subjects 
will be at risk, while no specific measures 
which sufficiently and effectively protect these 
highly sensitive and personal data have been 
adopted and implemented.

Considerations

Human genome research, as well as the 
exchange of relevant information between 
the Member States can make a significant 
contribution to the advancement of medicine 
and to developing better, more personalised 
healthcare. However, a variety of enabling 
and constraining social factors will, in 
unpredictable and diverse ways, influence 

the development and course of gene editing 
technologies. Formulating domestic and 
transnational policies on gene editing, 
scientists and policymakers worldwide will 
need to give appropriate weight to societal 
interests and concerns. Finally, as CRISPR 
goes global the need for a uniform legal 
framework for gene editing is more urgent 
than ever.

The GDPR contains a rigorous and broad 
framework with direct implementation. 
Although it offers more legal certainty in 
respect to the recognition and protection of   
personal data placing genetic-genomic data 
in a special category, it does not currently 
lay down any specific measures to effectively 
protect the rights of genomic data subjects, 
especially considering the exception set out 
for the public health interest as a legitimate 
reason for limiting the rights of data subjects. 
However, it should be recognised that both 
the GDPR and the European Declaration 
on Cross-Border Access to the Genomic 
Database are overall positive developments; 
they provide a solid foundation for the 
advancement of science and medicine and for 
the recognition and protection of personal 
data, including genomic data.
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Note
1 Commission Directive (EU) 2018/350 amending Directive 

2001/18/EC of the European Parliament and of the 
Council as regards the environmental risk assessment of 
genetically modified organism, Regulation (EC) 1829/2003 
on genetically modified food and feed, Regulation (EC) 
1830/2003 concerning the traceability and labelling of 
genetically modified organisms and the traceability of food 
and feed products produced from genetically modified 
organisms, Directive 2009/41/EC on contained use of 
genetically modified micro-organisms and Regulation (EC) 
1946/2003 on transboundary movements of GMOs.




